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(57) Abstract: The invention relates to 
a main unit (100) for a security alarm tor 
estiiblishing communication between a user 
of the security alarm and an external central 
unit (600) linked to a mobile communication 
network (400). Tlie main unit comprises a 
processing unit (110). connected to an audio 
unit (160) for inputting and emitting voice 
signals, an activation device (120) and a 
mobile communication unit (130), aiTanged, 
on operation of the activation device, 
to initiate an. alarm situation, including 
establishing a two-way communication 
connection between the main unit (100) and 
the external central unit (600). The main unit 
can be configured and controlled fi'om the 
central unit (600) in a simple and practical 
manner. This is achieved by the processing 
unit (110) being arranged to keep stored 
in a memory configuration data indicating 
the connection between the conditions 
for an alarm situation to be considered to 
have arisen, and the actions that should be 
performed in the event of an alarm situation. 
The processing unit is further arranged to 
receive a digital message from the mobile 
communication network (400) via the mobile 
communication unit (130), and on the basis 



of the digital message to modify the stored configuration data. 
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Security alarm 

Technical field 

The invention relates generally to alarm systems, and in particular wireless 
and mobile security alarms or personal alarms for use by people who need to 
be able to give a warning about a critical situation. 

In particular, the invention relates to a main unit for a security alarm for 
establishing communication between a user of the security alarm and an 
external central unit linked to a mobile communication network. The main 
unit comprises a processing unit, connected to an audio unit for inputting and 
emitting voice signals, an activation device and a mobile communication 
unit, arranged, on operation of the activation device, to establish a two-v/ay 
communication connection between the main unit and the external central 
unit. 

The invention also relates to a security alarm comprising such a main unit 
and a remote trigger unit that communicates wirelessly with the main unit. 

Background of the invention 

There is an increasing need for technical solutions and equipment that offer 
security to individuals who need to be able to give a warning about a critical 
situation, such as elderly and handicapped people, those who are at risk of 
violence, or people in hazardous occupations such as watchmen, taxi drivers 
and others. In particular, there is an increasing need for equipment of a type 
that can operate independently of a stationary base, and where it is possible 
to localise the person concerned after an alarm has been activated. 

The state of the art 

US-6 044 257 a personal alarm device is known for establishing mobile 
communication between a user of the alarm device and an alarm centre 
linked to a mobile communication network. The device comprises a 
processing unit connected to a microphone and a loudspeaker for inputting 
and emitting voice signals respectively, and activation device and a mobile 
communication unit arranged, on operation of the activation device, to 
establish a two-way communication connection between the main unit and 
the alarm centre. 
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A disadvantage of this prior art device is that it cannot be remotely 
configured from an external unit, and particularly not from the alarm centre. 

A second disadvantage of the known device is that its function cannot be 
influenced by commands transmitted from an external unit, particularly not 
from the alarm centre. 

A further disadvantage of the known device is that it comprises such a large 
number of components that on account of its volume and weight it is too 
large to be suitable to be worn, e.g., on a chain round the neck. 

Summary of the invention 

According to a first aspect of the invention it is an object to provide a main 
unit for a security alarm as mentioned in the introduction, which in a simple 
and practical manner can be configured or programmed from a central or 
mobile unit at a distance from the place in which the security alarm is 
located. 

A second object is to ensure that the main unit can only be configured from 
one or a number of predetermined central or mobile units. 

A further object is to provide a main unit for a security alarm, which can be 
localised both by means of existing positioning functions in the mobile 
telephone network and by means of remotely activated radio direction- 
finding. 

An additional object is to provide a security alarm, which in a simple and 
practical manner can be adapted to the needs of different users. 

According to a second aspect of the invention it is an object to provide a 
security alarm, which comprises a main unit and a cordless remote trigger 
means of minimum physical dimensions, which overcomes the said 
drawbacks.." 

The above objects and other advantages are achieved by means of the 
features that will be apparent in the following patent claims. 

Brief description of the drawings 

The invention will now be described in greater detail in the form of a 
preferred embodiment with reference to the drawings, in which: 



wo 02/091325 



3 



PCT/NO02/00147 



Fig. 1 is a block diagram of a system in which the invention is included. 

Fig. 2 is a block diagram of the principle construction of a main unit. 

Fig. 3 is a block diagram of the principle construction of a remote trigger 
unit. 

Fig. 4 is a block diagram of the principle construction of a base unit. 
Detailed description of the invention. 

Fig. 1 illustrates a block diagram of a system in which the invention is 
included. 

The security alarm comprises a main unit 100 and a remote trigger unit 200. 

The user of the security alarm wears the remote trigger means 200, also . 
called an "accessory", which is preferably designed to be worn on a cord 
round the neck or the wrist, so as to be easily accessible at all times for 
operation. The remote trigger unit is equipped in such a way that it can 
easily be activated by the user if a critical, external situation arises. The 
remote trigger unit is arranged for cordless communication with a main unit 
100 through a local communication network 500. In a preferred embodiment 
radio communication as specified by the Bluetooth standard is employed for 
this communication. 

A basic task of the remote trigger means 200 is to transmit a signal to the 
main unit 100 through the local communication network 500. 

The main unit 100 is releasably placed in a base unit 300. The base unit 300 
may supply the main unit with electric power, and in addition it contains a 
loudspeaker for playback of sound signals generated in the main unit. 

The main unit 100 is arranged for cordless communication with the remote 
trigger means 200 through the local communication network 500. As 
mentioned above, for this communication use is preferably made of radio 
communication as specified by the Bluetooth standard. 

y 

The main unit 100 is further arranged for mobile communication with an 
external central unit 600 through a mobile communication network 400, such 
as a GSM network. For this purpose the main unit comprises a mobile 
telephone module, such as a GSM module. In particular, the main unit 100 is 
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arranged to be able to exchange two-way digital messages with the central 
unit 600 by means of available services offered in the network 400, such as 
SMS (short message service) messages. The network 400 will also normally 
be able to offer services for transferring A-number information, i.e. data 
identifying the calling party are transferred by means of the call. The network 
400 will also normally be able to offer services for determining geographical 
position data for a mobile terminal operating in the network. This permits 
position data for the main unit 100 to be provided by these services and 
received by the external central unit 600 from the network 400. The actual 
generation of such position data is not covered by the invention, and will 
therefore not be discussed further here. 

Fig. 2 illustrates a block diagram for the principle construction of a main unit 
100. Centrally situated in the main unit is a processing unit 1 10 in the form 
of a microcontroller. 

4 

The microcontroller 1 10 comprises a microprocessor, a memory and 
input/output circuits. The memory comprises a program memory for storing 
fixed or pre-programmed program parts and fixed or prestored data. The 
program memory may be composed of a read-only memory (ROM), but it is 
specially preferred for some program parts or all program parts to be stored 
in a Flash memory, which can be overwritten several times. This permits 
these program parts to be replaced, either by transfer via the mobile network 
400 or via the local network 500. The memory further comprises a random 
access memory (RAM) for storing volatile or temporary data and a semi- 
volatile memory such as an electrically erasable, programmable memory 
(EEPROM) for storing temporary data that have to be maintained even 
though the main unit is switched off. 

The microcontroller 110 may be a standard electronic component, which, can 
be chosen by those skilled in the art, but program code contained in the 
program memory, and thereby the mode of operation of the microcontroller, 
will be characteristic of the invention. 

The microcontroller 1 10 is connected to a mobile communication unit 130, . 
v/hich provides two-way communication between the microcontroller 1 10 
and external units connected to a mobile communication network 400. The 
communication unit 130 is preferably composed of a GSM mobile telephone 

* ' . 

module, arranged for transferring both voice and digital messages, usually 
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SMS messages. In addition, on receiving a call from the unit, the 
communication unit 130 is arranged to retrieve from the mobile network 400 
identification data identifying the party who is calling. 

The microcontroller 110 is further connected to a local communication unit 
140 in the form of a radio transceiver that is suitable for transmitting and 
receiving data within a limited area, normally within a range of up to 100 m. 
The local communication unit 140 is preferably a transceiver module based 
on the Bluetooth specification. Bluetooth specifies a radio technology for 
cordless communication over a limited area, and employs the 2.4 - 2.5 GHz 
band. Further information on the Bluetooth specification is available on 
www. bluetooth.com . 

The microcontroller 1 10 is further connected to a direction-finding unit 150. 
The direction-finding unit 150 comprises a radio transmitter, and is arranged 
to transmit a pulsed signal on a more closely specified carrier wave, which is 
suitable for direction-finding purposes. The direction-finding transmitter, 
moreover, can transmit a signal modulated by digital or analog modulation in 
order to identify the sender and/or facilitate the direction-finding. The 
direction-finding transmitter can be placed in power saving mode between 
each transmitted pulse or pulse train, in order to reduce the energy 
consumption and thereby extend the life of the battery. The microcontroller 
1 10 is arranged to deliver the signal that has to be modulated by the 
transmitter, and to control the radio transmitter, including activation and 
deactivation the transmitter, place the transmitter in power saving mode, as 
well as set the frequency and power level for the transmitted direction- 
finding signal. \ , 

The object of the direction-finding unit 150 is to obtain information 
concerning the main unit's geographical position in an alarm situation. In 
addition to the determination of position data that may be offered in the 
mobile communication network 400, the transmission of a radio signal from 
the direction-finding transmitter will supply further information on the 
geographical position of the main unit, by means of known per se radio 
direction-finding equipment. 

The microcontroller 110 is further connected to an activation device 120, 
which in its simplest form is an electric switch of the push-button type. The 
microcontroller 1 10 is arranged in such a manner that an alarm situation 
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should be considered to be initiated as a result of the activation body being 
operated in a more closely specified manner. 

The microcontroller 1 10 is further connected to an answering device 122, 
which also in its simplest form is an electrical switch of the push-button type. 
Operation of the answering device 122 involves accepting an incoming call 
from a caller, preferably a security/alarm centre. Operation of the answering 
device 122 may also involve triggering a so-called "keep alive" function, 
which will be described later. 

The microcontroller 1 10 is further connected to a set of indicators 124. This 
comprises two optical indicators such as a first and a second light emitting 
diode, where the first is an indicator for indicating low battery level, while 
the second is an indicator for indicating that the mobile communication unit 
130 has no connection with the network 400. 

The microcontroller 1 10 is further connected to an audio unit 160. The audio 
unit gives the user the opportunity of holding a conversation with the 
security/alarm centre, usually by means of a "hands free" function. The audio 
unit 160 comprises a loudspeaker, a microphone and adaptation circuits for 
these. 

The microcontroller 1 10 is further connected to a power supply unit 180, 
comprising a chargeable battery that can be charged from the base unit 300 
via the connector 390. 

If an alarm situation arises, the microcontroller 110 is arranged to establish a 
communication connection with the central unit 600. The microcontroller 
comprises a memory area containing the telephone number or numbers that 
should be called in such a situation. 

The microcontroller 110 is further arranged to establish an alternative 
communication connection with a second communication terminal, if, in the 
event of an alarm situation, it does not succeed in establishing the above- 
mentioned communication connection with the central unit 600, The 
microcontroller comprises a memory area containing the telephone number or 
numbers that should be called in this situation. ' 

In addition, if an alarm situation arises, the microcontroller is arranged to 
transmit a digital message such as an SMS message to the central unit 600 or 
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a second communication terminal connected to the network 400. The 
microcontroller comprises memory areas containing the telephone number or 
numbers to which a message should be sent in such a situation. 

The mobile communication unit 130 can be called from an external, calling 
party. This is done by a call being established in the mobile communication 
network 400 to the communication unit 130 from the calling party by means 
of a communication terminal connected to the network. This terminal may be 
a mobile telephone operating directly in the network 400, a fixed telephone 
operating in a fixed network connected to the network 400, or a computer 
connected to the network 400 via modem equipment, such as the central unit 
600 illustrated in fig. 1. The microcontroller 110 is arranged to input from 
the mobile communication unit 130 identification data identifying the calling 
party, and to derive an identity for the calling party from these identification 
data. This identity preferably comprises the calling party's telephone number. 

The microcontroller 1 10 is further arranged to compare the calling party's 
identity with a list of stored, acceptable identities, and to decide whether the 
calling party is included in the list. 

The microcontroller HO is arranged to receive data in the form of digital 
messages from the mobile communication network 400. If the network 400 is 
a GSM network, these messages are usually SMS messages. 

The microcontroller 110 is further arranged to derive the message sender's 
identity from the received digital message. 

The microcontroller 1 10 is further arranged to compare the message sender's 
identity with a list of stored, acceptable identities, and to decide whether the 
sender is included in the list. 

The microcontroller 1 10 is further arranged to use data that are received in 
such messages in order to set the microcontroller's functions, to change 
stored parameters or to execute commands immediately. 

More specifically, the microcontroller 1 10 is arranged to interpret a received 
message, and to decide whether the message represents a configuration or a 
command. A configuration will change one or more of the settings stored in 
the programmable memory (EEPROM). A command, on the other hand, . will 
be executed immediately, and represents no permanent change of settings. 
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An example of a command via a received message is a change of transmitting 
frequency during direction-finding. On receiving such a command the 
microcontroller 110 will change the direction-finding transmitter's frequency 
immediately. The next time a direction-finding operation is initiated, the 
direction-finding transmitter will return to its original frequency. 

A second example of a command via a received message is activation or 
deactivation of the direction-finding unit 150. For this purpose the 
microcontroller 1 10 is arranged to instantly activate or deactivate the 
direction-finding unit 150 in response to a received message. 

A further example of a command via a received message is a request for an 
acknowledgement action from the user. For this purpose the microcontroller 
1 10 is arranged to indicate to the user that the answering body 122 should be 
operated. The operation should be implemented according to a predetermined 
pattern or plan. Should such an acknowledgement fail to appear, or the 
operation is performed in the wrong way compared with the predetermined 
plan, an alarm situation should be considered to have arisen. This activation, 
where a predetermined positive action is required from the user in order to 
avoid an alarm situation from being considered to have arisen, is called a 
"keep alive" function. 

An example of configuration via a received message is a change of the 
above-mentioned list of acceptable caller identities, i.e. the list containing 
identification data, particularly telephone numbers of the parties who should 
be accepted as calling parties. For this purpose the microcontroller HQ is 
arranged to update or change the content of this list on the basis of data 
received in a message. 

A second e>:ample of configuration is a change of the telephone number to be 
called in the event of an alarm. To achieve, this, the microcontroller 1 10 is 
arranged, in response to a received message, to change the content of the 
register containing the telephone number or numbers that should be called in 
the event of an alarm situation. 

A further example of configuration is change of the condition for an alarm . 
situation to be considered to have arisen. An activation signal may either be 
emitted from the activation device 120 in the main unit, or it may be emitted 
from the activation device 220 in the remote trigger unit 200 and 

\ ■ ' 
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subsequently transferred to the main unit 100 via local communication. The 
microcontroller 1 10 is arranged to execute a function expressing whether an 
alarm situation should be considered to have arisen on the basis of this 
activation signal. In order to achieve the said change of the condition for an 
alarm situation to be considered to have arisen, the microcontroller 1 10 is 
also arranged to change the above-mentioned function. 

A further example of configuration is change of the signal form that should 
be given to the user on request for an acknowledgement action (the "keep 
alive'' function). For this purpose the microcontroller 1 10 is arranged to 
choose whether the signal should be eniitted visually by one of the indicators 
124, or with sound via the audio unit 160, or whether alternatively or in 
addition the signal should be passed on via the local communication to the 
remote trigger means 200, where it produces an audible or tangible warning 
signal emitted by a warning device 270, which will be discussed with 
reference to fig. 3. 

A further example of configuration is change of parameters employed in 
connection with the "keep alive" function, such as maximum time permitted 
before the absence of an acknowledgement action triggers the alarm, and 
details in the plan or pattern for operation of the answering device 122 which 
must be followed when performing the acknowledgement action. 

Alternatively or in addition, the microcontroller 110 is arranged to configure 
all the parameters in a standard setting (factory default). 

Fig. 3 illustrates a block diagram of the principle construction of a remote 
trigger unit 200. 

Centrally located in the remote trigger unit 200 is a processing unit 210 in the 
form of a microcontroller. 

Like the microcontroller 110 in the main unit, this microcontroller 210 
consists of a microprocessor, a memory and input/output circuits. The 
memory here also comprises a program memory in ROM/Flash, RAM and 
EEPROM, in the same way as described in the section on the microcontroller 
110. The microcontroller 210 may be a standard electronic component, but 
program code contained in the program memory, and thereby the mode of 
operation of the microcontroller 210, will be characteristic for the invention. 
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The microcontroller 210 is connected to a local communication unit 240 in 
the form of a radio transceiver that is suitable for use together with the local 
communication unit 140 in the main unit 100. The local communication unit 
240 is therefore also preferably a transceiver module based on the Bluetooth 
standard. 

The microcontroller 210 is further connected to an activation device 220. In 
its simplest form the activation device 220 is an electric switch of the push- 
button type. The microcontroller 210 is arranged to initiate an alarm situation 
as a result of the activation device being operated in a more closely specified 
manner. 

The microcontroller 210 is further connected to an answering device 222, 
which in its simplest form is also an electrical switch of the push-button type. 
Operation of the answering device 222 involves accepting an incoming call 
from a caller, preferably a security/alarm centre. Operation of the answering 
device 222 may also involve triggering the "keep alive" function. 

The activation device 220 and the answering device 222 have the same 
functions as the activation device 120 and the answering device 122 
respectively in the main unit 100. The remote trigger means 200 is arranged 
to duplicate these functions cordlessly by means of the local communication 
between the remote trigger unit 200 and the main unit 100. 

A microphone 260 may be connected to an input circuit for the 
microcontroller 210. In this case the microcontroller 210 is arranged to 
process an audio signal, particularly a voice signal, from the microphone 260, 
and to pass on a signal derived by the audio signal to the local 
communication unit 240. The remote trigger unit 200 is arranged to duplicate 
the microphone function in the main unit 100 cordlessly, by means of the 
local communication between the remote trigger unit 200 and the main unit 
100. 

The microcontroller 210 is arranged to emit a warning signal to a warning 
device 270. The warning body 270 may be a sound generator such as a . 
loudspeaker, and/or a vibration generator, which by means of a vibrating 
material emits a tangible, but almost soundless vibration signal. The 
microcontroller 270 is arranged, on the basis of a signal received from the 
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local communication unit 240, to choose whether the sound generator and/or 
the vibration generator should be employed for warning purposes. 

The power supply unit 280 comprises a battery that supplies the necessary 
electric power to the power-consuming elements in the remote trigger unit 
200. 

Fig. 4 illustrates a block diagram of the principle construction of a base unit 
300. 

The base unit 300 comprises a power supply unit 310. In an embodiment the 
power supply unit constitutes only a single electrical connection from an 
external power supply/charging unit, which can be connected to the base unit 
via a cable. The power supply unit 310 may comprise a power supply 
arranged to convert AC voltage/current from the mains to a DC 

t 

voltage/current that can supply the main unit with electric power. The power 
supply is preferably composed of a charging unit that also controls the 
supplied voltage and/or current with a view to charging a battery in the main 
unit 100. 

The base unit further comprises a loudspeaker unit 320. This may be 
employed for playback of audio signals generated by the main unit 100 when 
it is mounted in the base unit 300. The loudspeaker also preferably comprises 
an audio amplifier. 

An electrical connector 390 contains at least the electrical connections : 
necessary for connecting electric supply voltage to the main unit 300 and to 
retrieve an audio signal from the main unit 300. 

The invention is described above by means of an embodiment, with the 
additional mention of individual alternatives. 

In the embodiment the mobile communication network 400 is a GSM 
network. It will be appreciated that other types of mobile communication may 
be employed such as GPRS or UMTS. In this case the mobile communication 
unit 130 will be adapted to the network 400 concerned. 

Instead of GSM type SMS messages, the messages employed for transferring 
data through the mobile communication network 400 may be provided by 
other types of message services that are available in the network 400 
concerned. 
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The local communication network 500 is particularly indicated as being a 
Bluetooth network, but it should be understood that it could be any kind of 
network for data communication over shorter distances (up to approximately 
100 m), whether it be radio-based, optical (particularly IR) or acoustic 
(ultrasound). 

In the example it is stated that the main unit 100 has an activation device 120 
for the user's activation of an alarm, and an answering device 122 for the 
user's submission of an acknowledgement action. It should be understood 
that these devices should be regarded as logic elements, which may be 
physically comprised of one and the same operating device. 

Similarly, it is stated that the remote trigger means 200 comprises an 
activation device 220 and an answering device 220. These should also be 
regarded as logic elements, which may be physically comprised of one and 
the same operating device. 

Those skilled in the art will realise that several possible embodiments and 
areas of application lie within the scope of the invention as it is defined by 
the features indicated in the following claims and by their equivalents. 
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PATENT CLAIMS 

1. A main unit (100) for a security alarm for establishing communication 
between a user of the security alarm and an external central unit (600), which 
is connected to a mobile communication network (400), which main unit 
comprises 

- a processing unit (110), connected to 

- an audio unit (160) for inputting and emitting voice signals, 

- an activation device (120), and 

- a mobile communication unit (130), arranged, on operation of the activation 
device, to initiate an alarm situation, including establishing a two-way 
communication connection between the main unit (100) and the external 
central unit (600), 

characterised in that 

- the processing unit (1 10) is arranged to perform the following tasks; 

- to keep stored in a memory configuration data indicating the connection 
between the conditions for an alarm situation to be considered to have arisen, 
and the actions that should be carried out in the event of an alarm situation, 

- to receive a digital message from the mobile communication network (400) 
via the mobile communication unit (130), and 

- on the basis of the digital message to modify the stored configuration data. 

2. A main unit (100) for a security alarm according to claim 1, 

- where a memory area in the processing unit (110) comprises a list of 
acceptable caller identities, and 

- where the said modification involves changing the said list of acceptable 
caller identities. 

3. A main unit (100) for a security alarm according to claim 1 or 2, 

- where a memory area in the processing unit (1 10) comprises a list of 
identities that should be called in the event of an alarm situation, and 

- where the said modification involves changing the said list of identities 
that should be called in the event of an alarm situation. 

4. A main unit (100) for a security alarm according to one of the 
claims 1-3, . ^ 

where the processing unit (1 10) is also arranged to execute a command on the 
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basis of the received digital message from the mobile communication 
network (400). 

5. A main unit (100) for a security alarm according to claim 4, 
where the microcontroller (110) is further connected to a direction-finding 
unit (150) arranged to transmit a radio signal, and where the said command 
involves controlling the direction-finding unit (150). 

6. A main unit for a security alarm according to claim 4, 
where the said command involves indicating a request for an 
acknowledgement action from a user. 

7. A main unit for a security alarm according to one of the above claims, 
where the microcontroller (110) is further connected to a manually operated 
answering device (122), and where the microcontroller (1 10) is arranged so 
that an alarm situation should be considered to have arisen if the answering 
device is not operated according to a predetermined plan. 

8. A main unit for a security alarm according to one of the above claims, 
which main unit also comprises a local communication unit (140), arranged 
to provide cordless local communication with a remote trigger unit (200). 

9. A security alarm, 
characterised in that it comprises 

- a main unit (100) according to claim 8 and 

- a remote trigger unit (200), arranged to provide cordless local 
communication with the main unit (100). 

10. A security alarm according to claim 9, 

where the remote trigger unit comprises an activation device (220), which by 
means of the local communication duplicates the function of the activation 
device (120) in the main unit (100). 
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